How To: Check Who Is Signed 
On To Your Facebook Account 

By Adam Luftig 



How big is Facebook currently? 
■ — — — I 



AS OF 2011, THERE ARE 500,000,000 ACTIVE FACEBOOK USERS. 

APROX. ON EARTH. 

HALF OF THEM ARE LOGGED IN ON ANY GIVEN DAY 



What are we doing here? 



• I will be explaining how to check who is 
currently logged into your Facebook 
account, where they are, what kind of 
device they are using, and when they were 
last on your account. 



Is this actually important? 



• Yes, it really is. If you log on Facebook at 
different location, like at a friend's house, 
and don't log out, you will still be logged in. 
This could allow unauthorized people to 
look at your personal, private information. 




Statistics 



According to Facebook, "only .06%" of 
Facebook's 1 billion logins are 
compromised. 




Compromised Facebook Accounts Pie Chart 
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Compromised Facebook Accounts Bar Chart 



Wrong St 

X Another way to put it, 600,000 logins per 
day are compromised. 

XThis means there is one compromised login 
every 140 milliseconds. 



Log Into Facebook 



step one: Enter your email address and 
password and click login. 



Account Settings 



• step Two: Click the arrow pointing 
downwards on tine top right of your screen, 
and click on account settings. 



Security 



• step Three: Press the security button 
under general. 




Active Sessions 



Step Four: Click the edit button to tine right 
of "Active Sections" 



Security Settings 


Security Questfon 


Setting a security question will help us identify you. 


Ecu 


Secure Browsirg 


Secure browsing is currently enabled. 


EdI 


Logir Hotificatiors 


Login nDtificatians are disabled. 


Edit 


Login Approvals 


Approval is not required when logging in from an unrecognized device. 


Edi 


App Passwords 


You havent created App Passwor-ils. 


Etft 


Recogrized Devices 


N D reco g n ized devices. 


EdI 


1 Active Sessions 


Logged in from Ithaca. NY. US and 13 other locations. 





End Activity 



• step 5: Click "End Activity" next to the 
active session you do not recall starting. 



Active Sessions 



Currert Session 
Location: Ithaca, NY, US (ApprDximate) 
Device Type: Firefox on Win7 



If you rwtice any uinfamiliar devices or locations, click "End Acfivty' to end the 
session. TTiis list does not currently include sessions on FaceboDk's mobile site 
(m.facebook.eom). 



Last Acce s se d : Today at 11 '.58^ni 

Location: Ithaca, NY, US (Approximate) 
Devi ce Ty p e : Unknown. [?] 



^^^^^^^^ 



Last Acce s s e d : February 6 at 7:44prn 

Location: Ithaca, NY, US (Approximate) 
Devi c e Ty p e : Firef ox o n Win7 



End Actrvrty 



You Are Done 



session has been terminated 



Active Sessiors „ ^ „ . 

Currert Session 

Location: Ithaca, NY, US (ApprDximate) 

Device Type: Firefox on Win7 



if yoy nDtice any unfamiliar devices or locations, clicl< "End Activity to end the 
session. Ttiis list does not currently include sessions on Facebook's mobile site 
[m.facebDDk.cDm). 



Last Acce s s e d : February 6 at 7:44pm EikI Activity 

Location: Ithaca, NY, US (ApprDximate) 
D&vlceType: Firefox on Win7 



Last Accessed: 
Location: 
Device Type: 



February 5 at ^:16pm End Activity 

Ithaca, NY, US (Approximate) 
Firefox on Win7 



Clicking the X is not good enough 



You need to log out of your account when 
you won't be using the computer anymore 



Facebook 




Facebook - Mozilla Firefox 
File Edit View History Bookmarks Tools Help 



a I D facebook.com i https://www.facebook.com 



D facebook A Most Visited myHome at Ithaca : Latest Headlines 




Search 



^.i Adam Luftig 



Home ▼ 



You need to log out 

That is the only way to keep yourself safe 




Adam Luftic) Home 



Account Settings 
Privacy Settings 



Help 




Summary 



Follow these steps and you will certainly 
be able to see who is logging into your 
account, and you will be able to protect 
yourself from hackers. 




The End 

Thank you for listeninc 



